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» Visszatér® és folyamatos kihivasok 2023 végén
* Atrendek
* Abetilszavak

$3¢ ISACA.
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Visszatéro kihivasok a felhobiztonsagban
2023 végeén
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Visszatéro kihivasok

Kontrollvesztés - szerzddések!

Konfiguracids hibak - bels6 sztenderdek, CSPM
Megosztott felelésséggel kapcsolatos ,benézések” N
Skill gap = Felh6 alapok, DevSecOps

Alapvet6 szabalyok hianya - Architektura

Bonyolult jogosultsagkezelés - Tervezeés, eszkozok...
Multi-Shadow-Cloud - Felmérés, technikai eszk6zok...

— I

$3¢ ISACA.

Budapest Chapter

A trendek

$3¢ ISACA.

Budapest Chapter




2023. 11. 15.

Relevans trendek a felhébiztonsag kornyezetében

Identitas
S
végpont

biztonsag

Automati-
zalas
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Security as a Service
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Security as a Service — Biztonsagi szolgaltatasok

A biztonsagi szolgaltatasok is ,ugyanolyan” felhdszolgaltatasok.
Tehat hasonldan alljunk hozzajuk — funkcidjuk fontossagahoz mérten!

A tipikus felhd elényok... «  Atlathatésag...

Mély szakértelem » Adatszivargas

Fenyegetési informaciok aggregalasa » Jogszabalyi, hatésagi megfelelés
A klasszikus hatar- végpont- és *  Tulzott fuggés
alkalmazas-védelem komplex + Tajékozddas, migracio és
kivaltasa integracié

$3¢ ISACA.

Budapest Chapter
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A betliszavak (SECaa$S Starter Kit)
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Figyelem!

Jelen attekintés nem teljes, elsédlegesen a ,pillanatnyi” tajékozodast
hivatott segiteni.

A terllet dinamikusan fejlédik, sét az egyes koncepciok értelmezése és
létjogosultsaga is valtozik!

El6fordul, hogy egy-egy koncepcio elavul, miel6tt ,megérik”!

Tanulsag:
* Hasznaljuk ki el6szdr, amink van!

» Sok platform, integracio nélkul csak tobbletmunka, tobblet eredmény
nélkal!

$3¢ ISACA.

Budapest Chapter
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~ Secure Access Service Edge
———Security Service Edge
_-Cloud Access Security Broker

_—Zero Trust Network Access

Endpoint

iz wore 15 it
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N $4SE provides a brosd,
Secure Access Sexvice Edgel’T 277017 o

secure cloud access.

« SSE focuses on the
security services within
that framewozk,

+ CASB offers cloud
visibility and compliance

« ZTNA delivers secure

basec =
_Zero Trust Network Access oes fhise on wne =ese

————Security Sexvice Edge

Cloud Access Security Broker

Network

Endpoint
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Cloud Native Application Protection

Cloud Security Network Services
Cloud Security Posture Management

Cloud Workload Protection Platform

Endpoint

Mis wore 45 licensed uader CC 8Y-AC-S4 4.6,
LEE hEtoi//creat thec
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loud Native Application Protection[l\” %7 ™ == == *I* =i

aims to provide a unified

: : approach to cloud security,
Cloud Security Network Services(®® i e

Cloud Security Posture Management . s so soecicss

Cloud Workload Protection Platform ' cemeses.

Network

Endpoint
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Network EDR
oArREE

Endpoint

mis wore 15 ltcon:
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Sec. Oxchestration, Automation and Resp sl ot

and alerts of other platforms
. to sutomate and coordinate
Extended Detection and Responsesecurizy zesponse and
playbooks across the security

: \ infrastructure.
n . + XDR for collecting events
Endpoint Detection and Response

and xespond aczoss the
network.

« EDR: to automate endpoint

“~Cloud Native Endpoint Protection . s s oo ret v for

Endpoint _ - _ Slont-netive wnootnts

This wore 15 Licansad wader CC BY-AC-S4 4.8,
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SASE provides a broad,
Secure Access Service Edgem_mw = 5

secure cloud access,
: 3 .« SSE focuses on the
- Security Sexvice Edge [l i witnin
that framework.
+ CASE offers cloud
visibility and compliance
« ZTNA delivers secure
accass based on the zevo-
trust model

Cloud Access Security Broker

_—Zero Trust Network Access

Cloud Native Application P:otection“'.“‘" ““s:: b

aims to provide & unified
= ) Approach to cloud security,

Cloud Security Network Serv:l.cesimmtw i orer

. CSPM for configuration and
5 lisnce.
Cloud Security Posture Management . qes sor o
protection at runtime,
. CSNS fox network security

sexrvices.

Cloud Workload Protection Platform

SOAR can be impl as an
L overarching system using data

and alerts of cther platfomms
@ to automate and coordinate
Extended Detection and Responsesscuzity zesponss and
playbooks aczoss the security
Infrastructuze.

+ XDR for collecting events
and respond across the
network,

+ EDR: t0 sutomate endpoint

Sec. Oxchestration, Automation and R

Network —

OAR
-

Endpoint Detection and Response

. “~Cloud Native Endpoint Protection . 3;‘::::?::, AV for
Endpoint clout:native sndpoints

cC vnc-sa 4
creot tic s
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) SASE provides a broad,
- Secure Access Service Ed;em_mw ok o

secure cloud access,
: 3 .« SSE focuses on the
- Security Sexvice Edge [l i witnin
that framework.
+ CASS offers cloud
visibility and compliance
« ZTNA delivers secure
accass based on the zexo-
trust model

AV to EDR/CNEP
Traditional AV used
signatures; EDR uses
behavior detection; CNEP
adapts EDR for cloud
environments

WAF to CNAPP

WAFs protect web apps at the
P level; CNAPP evolved to
rovide a holistic security
osture in the entire cloud-
native application

ifecycle, including
levelopment, deployment, and
untime

irewalls to SASE Firewalls
lanage network traffic

ules; Network Security in
ASE provides comprehensive

Cloud Access Security Broker

_—Zero Trust Network Access

Cloud Native Application Protection™" ““s:‘; b

sins to provide s unified
= ) Approach to cloud security,

Cloud Security Network Serv:l.cesimmtw i orer

. CSPM for configuration and

- compliance.

Cloud Security Posture Management | feo zor workicsd

protection at runtime,

+ CSNS for network security

Cloud Workload Protection Platform

sexrvices
etwork control and security
in the cloud
IEM to XDR B SOAR can be impl as an
TeH agevagetos Togk for Sec. Oxchestration, Automation and P s S ety

nalysis; XDR extends this
y integrating more data
ources for threat detection
nd response across SYStGWIS
Rise of SOAR

SOAR automates and
orchestrates responses to
security alerts, integrating
with other tools

and slerts of other platforms
@ to automate and coordinate
Extended Detection and Responsesscuzizy zesponse and
playbooks aczoss the security
infrastructure.

Network —

OAR

- : Endpoint Detection and Response

+ XDR for collecting events
and respond across the
network,

+ EDR: t0 sutomate endpoint
threat response,

« CNEP as the next "AV' for
cloud-native endpoints

X
P““-Cloud Native Endpoint Protection

Endpoint
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Tanulsagok

* Hasznaljuk ki el6szér, amink van!

» Sok platform, integracié nélkul csak tdbbletmunka, tébblet eredmény
nélkal!

+ Ezek mind szolgaltatasok, vagyis az ellatasi lancunk kockazatai
er6sddnek!

* A masik ,nagy gomboc” a DevSecOps!
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