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Az elhangzott prezentációk tartalmát 
illetően az ISACA Magyarországi Egyesület 
nem vállal felelősséget az abban nyújtott 
információk aktualitásáért, helyességéért 
és teljességéért.

Az itt elhangzott információk nem feltétlenül 
egyeznek meg az ISACA Magyarországi 
Egyesület álláspontjával.

FELELŐSSÉG
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Speaker Introduction
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Agenda

1. The Acceleration & Fallout

3. The New Attack Surface

4. The Regulatory Imperative

5. The Resilient Path
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The Challenge
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Part 1

The Acceleration and Fallout
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Exponential Growth is Here.
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Part 1

The Acceleration and Fallout
Shadow AI is a Thing
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Part 1

The Acceleration and Fallout

Standard GPTs (ChatGPT, Gemini) 
for Q&A, image and video generation

Custom implementations where 
models are part of the solution

Software Development using tools 
and LLMs where the model helps 
building the solution

Types of GenAI Projects & Use Cases
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Part 1

The Acceleration and Fallout
The Trust Gap: $$$ Lost

Real-World Scenarios:

● Air Canada
The Hallucinating Chatbot

● DPD 
The Jailbroken Assistant

● Amazon 
The Biased Recruiting Tool 



Confidential. For internal use only.

Part 1

The Acceleration and Fallout

Deloitte has agreed to repay part of a 
$440,000 ($290k USD) fee to the 
government after admitting it used 
generative artificial intelligence to help 
produce a $440,000 ($290k USD) 
report that was later found to contain 
multiple errors, including references 
to non-existent academic research 
papers and a fabricated quote from 
a federal court judgment.

Oct 7 2025: Deloitte

https://fortune.com/2025/10/07/deloitte-ai-australia-government-report-hallucinations-technology-290000-refund/
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https://incidentdatabase.ai/
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Part 2

The New Attack Surface
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Part 2

The New Attack Surface
OWASP Top 10 for LLM Applications

A list of the top ten security 
vulnerabilities in large language 
model applications, designed to help 
developers understand and mitigate 
risks
https://genai.owasp.org/
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OWASP Top 10 for LLM Applications

A list of the top ten security 
vulnerabilities in large language 
model applications, designed to help 
developers understand and mitigate 
risks
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MITRE ATLAS

ATLAS is modeled after and 
complementary to MITRE ATT&CK®, 
raising awareness of the rapidly 
evolving vulnerabilities of Al-enabled 
systems as they extend beyond cyber.
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NIST AI 100-2e2025
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Emoji Smuggling / Emoji Evasion

😀                                        

Try it out at https://emoji-encoder.vercel.app/?mode=encode

https://emoji-encoder.vercel.app/?mode=encode
https://emoji-encoder.vercel.app/?mode=encode
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LLM09:2025 Misinformation

This category addresses the risks of 
LLMs generating outputs that are 
false, inaccurate, biased, or 
misleading.
In the context of code, generating 
incorrect or insecure code is a form 
of technical misinformation that can 
lead to bugs, security flaws, and 
legal liabilities when the user trusts it.
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The 70% Insecurity Gap
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The Cautious vs. The Over-Confident



Confidential - ©2025, SonarSource SA

JavaCoffeeShop 
Demo
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https://docs.google.com/file/d/1h-MTEyO7pU_as119Y01XP48BqhwBSgTg/preview
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https://docs.google.com/file/d/1HiycgDb2mZid20J6v_aGM-KutFe5eQPj/preview
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JavaC
offeeShop 
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https://docs.google.com/file/d/1sGtja0KeXzJVtBX4J7OyOpNuRkUVAHoT/preview
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The Regulatory Imperative
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CRA: The AI Product is Accountable
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NIS2: Secure the Development Pipeline
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● App Code: 10-20% of codebase; 
deployed daily — waterfall approach 
doesn’t scale. Scans can’t take hours.

● Open Source Libraries: 80-90% of 
codebase; 80% of vulnerabilities found 
in indirect dependencies

● Containers: 100s of Linux packages, 
and their vulnerabilities, inherited with 
base images

● IaC: #1 cloud vulnerability is 
misconfiguration

Software Supply Chain Risks
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Software Supply Chain Risks
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DORA: Vetting the AI Black Box
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NIS2 Meets CRA: LLM03 (Supply Chain)
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The Resilient Path
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Mitigations
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The 3-Step Strategy
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Clean Code: The AI Control Layer
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Enforcing Compliance in the Pipeline



Confidential. For internal use only.

Software Qualities
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Measuring code quality
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IDE Plugins
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Supporting a Shift-Left Methodology
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Enforcing Compliance in the Pipeline
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Pull Request Checks

Szöveg

Enforcing Compliance in the Pipeline
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BOM & Reporting

● SBOM / AI BOM / ML BOM
https://cyclonedx.org/capabilities/mlbom/ 

● Security & Compliance Reporting

https://cyclonedx.org/capabilities/mlbom/
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The CISO AI Mandate: Summary

1. Velocity requires Control: AI acceleration must 
be matched by policy. 

2. New Risks, New Rules: The OWASP LLM Top 
10 and MITRE ATLAS together with the NIST 
AI-100 paper is your guide. 

3. Compliance is Code-Deep: DORA, NIS2, and 
CRA compliance is either achieved or lost in your 
CI/CD pipeline.
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Thank you for your attention!


